CITRIX" Access Gateway™

Citrix (SSL) Access Gateway End User Documentation

This document details the steps required to remotely access internal ADOT web sites and
applications through the Citrix Access Gateway.
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Citrix Access Gateway Internet Connection Process
e The Internet connection process pertains to users connecting from any internet connection
not on the ADOT network or Branch Office Tunnel.

rer provided by ADOY

Open your Internet ETEE] =

-8

- b - pae -

Browser and go to
http://remote.azdot.gov

Enter your user name or Arizona Department of Transportation
RACF ID Please log onto continue.

UserMame orRACF.  |[seXEd]
LanPassword

Secondary Password:

LogOn

Enter your LAN Arizona Department of Transportation
Password Please log on to continue.

UserMame or RACF.  ([seXE]

LogOn
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Enter your CryptoCard
Password including the
dash. Your CryptoCard
Password should look
similar to 123-4567.
Note, if you were not
issued a CryptoCard
enter your Lan
Password again in the
Secondary Password
field.

Click Log On

Upon log on you may
receive the password
expired page. If so,
please enter a new
password and click
submit.

Confirm your
password and click
submit

Arizona Department of Transportation
Please log onto continue.

UserMame orRACF.  |[sekEaL
Secondary Password: m

LogOn

Arizona Department of Transportation
Please log on to continue.

UserName or RACF.

LogOn

Additional Information Required

Pleaze type your response below.

nor s e sevors T
enter a new password

Additional Information Required

Please type your response below.
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If yOl} reFelve th? Security Information g|
security information
pop up, click yes. riil Thiz page containz both secure and nonsecure

?. items.

Do wou want to display the nonzecure items?

1=

o ] [ Mare Info

ues | [

= Gitrix Access Gateway - Microsoft Internet Explorer provided by ADOT

Once you have

@ yr |® https:/jremote  azdot.gov/cvan/aHRODoVLZE YNy 4aLjAuMa fvpns/portalhomepage himl
successfully logged on | e et ven roortes oo s
U8 5 (@) Citrix Access Gatewsy B -

you will arrive at the
Citrix Access Gateway Ci'"!!x' Access Gateway™
Home Screen. Here you
will find web sites and

T
i ome File Transfer

applications accessible

L. Applications _WEIJ Sites | File Shares
through the Cltrlx Uj ThE.Z'E are no existing a.pph(atlons = Enterprise Web Sites Enterprise File Shares
ACCCSS Gateway. available for reconnection. B son

> . — B Aliss PersonalFile Shares
Applications | l\\;a O none

.f‘l_ Top [‘{B Add| Remove
PersonalWeb Sites
none

Add | Remaove
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Citrix Access Gateway Extranet Connection Process

e The Extranet connection process pertains to users connecting from any partner site on a
Branch Office Tunnel or internal ADOT network.
b or i o]

e povied by 00T
8] 5]

Open your Internet
Browser and go to

http://extranet.azdot.gov

AR EN Y /\rizona Department of Transportation

RACF ID Please log on to continue.
Uzer Name or RACF:
Lan Paszword:
Enter your LAN Arizona Department of Transportation
Password Please log on to continue.
User Name or RACF:
Lan Password:
Click Log On

Arizona Department of Transportation
Pleaze log on to continue.

User Name or RACF:
Lan Paszword:
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Upon log on you may
receive the password
expired page. If so,
please enter a new
password and click
submit.

Additional Information Required
Pleaze type your responze below.

crier anew pesovers NN
enter a new password

Confirm your
password and click
submit

Additional Information Required

Pleaze type your response below .

If you receive the
security information
pop up, click yes.

Security Information @

ri‘jl Thiz page contains both secure and nonsecure

?. items.

Do vou want to display the nonsecure items’?

Yes |[ Mo ] [ Mare Infa

Once you have
successfully logged on
you will arrive at the
Citrix Access Gateway
Home Screen. Here you
will find web sites and
applications accessible

/2> Gitrix Access Gateway - Microsoft Internct Explorer provided by ADOT

T
@‘ P IEhtms:."rremnte.azdnt‘gn-'rcvpr\."aHRDchv‘LZE'ﬂN'ﬁ-I‘,-'L]Aur~1Qf-‘pnsrpn\lalrhnmepaqe.hh’nl

File Edit View Favorites Tools Help

W O Citrix Access Gateway

CITRIX" Access Gateway™
m File Transfer

Ap plications Web Sites File Shares
through the Cltrlx & There are no existing applications — Enterprise Web Sites Enterprise File Shares
available for reconnection.
Access Gateway. & =on
B 53 niiss Personal File Shares
Applications ? none
212 "ED Li\‘?‘ ﬁ Citrix Client Install
.‘; Top IE Add| Remove
Personal Web Sites
none
Add| Remove
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Home Screen

The Home Screen contains 3 columns and 2 tabs.

Columns:
o Applications — If you have access to any published applications they will show up
under the Applications column.

o Web Sites - All web sites setup on the Citrix Access Gateway will appear under the
Web Sites column.

o File Shares - The File Shares column is not used at this time.

o Home — Applications and websites are accessed from the Home tab.
o File Transfer — The File Transfer tab is not used at this time.

CITRIX' Access Gateway™

= |
File Transfer

Applications Web Sites File Shares
a There are no existing applications available for reconnection, Enterprise Web Sites Enterprise File Shares
1 Personal File Shares
Applications \jg; (@) none
fl Top @ Up Add| Remove
D wiss
B ciicClientnstall
Personal Weh Sites
Add | Remave
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Frequently Asked Questions (FAQ)

Error: The
credentials you typed
are incorrect. Please
try again or contact
you help desk or
system
administrator.

This error means one
or more of the
following is
incorrect: Username
or RACF, Lan
Password or
Secondary
Password.

Make sure if you
have been issued a
CryptoCard you are
using it in the
secondary password
field.

Arizona Department of Transportation
Please log on to continue.

User Name or RACF:
Lan Password:

Secondary Password:

The creden
help desk o

: you typed are incorrect. Please try again or contact your
ystem administrator.

If you have been
issued a CryptoCard
you are required to
use it at the Internet
log on screen.

You will receive the

{2 Utrix Acoess Gateway - Microsott Internet Explorer provided by ADOT y

s

@L R l@ https:/fremote, azdot.gov /cgilogin

File Edit View Favorites Tools Help

1@ o] i s

W 4 @) Citix Access Gateway R

2 . .
CITR!X Access Gateway™

challenge prompt if ot

you leave the et 551089 e

CryptoCard Resparse [
password field blank

or if your

CryptoCard is out of

Sync.

File Transfer Tab The file transfer tab is not being used at this time.

File Share Column

The file share column is not being used at this time.
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Citrix Client Install

You don’t need to install the Citrix client to access items under the Web
Sites column. To access items under the Application column the Citrix
client will need to be installed.

Error when trying to
Export a report.

If you receive an error similar to the following screen shot when trying to

export a report Internet Options probably need to be adjusted.
[windows Internet Ewplorer =
@ Internet Explorer cannot download ., ed.ReportiiewerWebContral. axd From extranst, azdot. gov.

Inkernet Explorer was not able to open this Internet sike, The requested site s sither unavallable or cannok be Found. Flease try again [ster,

To correct this error open Internet Options from within your internet
browser. Make sure “Do not save encrypted pages to disk” is not checked.

If it is checked you need to uncheck it.
General | Security | Privacy | Content | Connections | Programs  Advanced |
Settings

I security -]
[ Allow active content from CDs to run on My Computer™
[ Allow active content to run in files on My Computer™
[ Allow software to run or install even if the signature is inve
Check for publisher's certificate revocation
[ check for server certificate revocation™

. Check fo tu downloaded programs
el ] =
e e
Enable Integrated Windows Authentication™
Enable native XMLHTTP support J
@ Phishing Filter

) Disable Phishing Filter
( O Turn off automatic website checking [ |
(] »

*Takes effect after you restart Internet Explorer

Restore advanced settings
Reset...

*fou should only use this if your browser is in an unusable state.

Reset Internet Explorer settings

Deletes all temparary files, disables browser
add-ons, and resets al the changed settings.

@ Some settings are managed by your system administrator.

oK | Cancel Apply
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Additional Information Required
Pleaze type your responze below.

Password Expired, Please

cner anew pmsevors
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